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1 Standard use of the software 
The software is web based. Once it is install, you only need a web browser. A shortcut is available 

through the icon in the task bar (bottom right). 

 

A left click on the shortcut opens the menus. Select launch interface. 

 

 

The other solution is to create a link to the following web page : 

https://127.0.0.1:8443//ipassan/?Login 

Note, Ipassan is compatible with Microsoft Internet explorer and Edge, Mozilla or Chrome. 

1.1 Login 
In the login window, enter the e mail + password then click on Server connection. 

https://127.0.0.1:8443/ipassan/?Login


 

1.2 Create a site 
Click on Create a site push button from the main window. A wizard guides you step by step. 

 

 

1.2.1 Site property 
The first step consists of the site definition. 

 Name, manager details, etc 

 Time zone 

 Type of used technology 

o Contactless 

o Remote 

o Pin code 

o etc 



 

1.2.2 Features 
In the second step, features needed for this site have to be ticked. The software is designed to be 

easy to use but offers advanced features. 

When the manager doesn’t need counting zone, lift management or just door contacts, the software 

will not display those settings. 

if later, door contacts are used, it’s possible to tick the box and discover the tab in the door menu. 

 

Detail : 

 Use site architecture (see chapter Notion of architecture :) 

 Use door contacts 

The door contacts are built in the controller. A door contact is used to detect a door left 

open, a forced door, etc 

 Use zones 

The zones allow the counting and / or the anti pass back features. On Ipassan system, it is 

possible to count globally, by access profile, by user, by company. 

 Use reflexes 

A reflex is a link between a condition and a process. For instance, a relay is activated when a 

door is forced until a valid key is present to a specific reader. 

 Use lift 

This option authorises the lift management (up to 110 floors per lift car). 

Note, when the lift feature is ticked, the architecture feature is automatically ticked because 

the lift management requires it. (see chapter Notion of architecture :)  

 Advanced management of the remote 

The system manages 4 push button remotes. In standard mode, we choose for each door 

one or several push button. With the advanced mode, this choice is made for each user. 

For example, all users will open an entrance barrier with the first push button and an exit 

barrier with the second push button.  

In the advanced mode, a user 1 uses push button 1 and 2, but user 2 uses push buttons 1 and 

4 for the same doors. 



 Emergency mode 

This feature is used with fire alarm system. All time an input is activated, all time the selected 

door(s) are forced open. 

1.2.3 Network 
The software is multi network. Those networks could be TCP/Ip, RS485 or mixt of both. 

What is an Ip network ? 

A tcp/ip network contains up to 64 controllers which are communicating together. 

When a site requires more than 64 controllers, a second network has to be created. 

from a software point of view, several network could be managed. 

What is a Rs485 network ? 

A RS485 network authorizes 32 controllers on 1km. The first controller of the network communicates 

with the server through Ip or Usb. 

What is a mixt network ? 

It is a network which contain Ip and rs485 network. 

Important, starting from the server, the network could only be Tcp/ip then Rs485. After a rs485 bus, 

it’s not possible to becomes again a tcp/ip network. 

An example of a mixt network is a tcp/ip network between buildings and some rs485 network from 

the basement of each building to the tops for the lift controllers. 

 

 

Enter the number of network and the number of controllers per network then click on Next or click 

on magnifying glass if the server is already connected to the controllers. 

In this case, the server searches on the network (or usb plug) the controller. 

This option is helpful because it discovers the controllers, the option cards and the expanders. 

1.2.4 Architecture 
 

 

Notion of architecture : 

The software is able to manage buildings, floors, apartments or offices. This notion of architecture is 

useful, later in the management, to sort devices or users per building, floor, etc 



This architecture is optional when the system manages only door access control but is required when 

lifts access control is used. 

This explain why, when you ticked lift management in features, Use architecture is also ticked. 

One benefit of this system is the user friendly side. The operator easily finds the users, keys, etc in 

the software rather than searching in a long list of keys. 

The second benefit is the keys are authorized to floors. If a building has 4 lifts, when the operator 

authorizes the user to a floors, it does in the same time for the 4 lifts. 

Use : 

The first view bellow shows a sort by access profile. 

The second one shows a sort by architecture. 

Both views are available at any time. An icon on top of the treeview (left frame) is designed to switch 

from one view to the second one. 

Example, a site contains three buildings. The B one has 7 floors and this 7nd floor has 4 apartments 

71 to 74. 

 

 

Classic view (by access profile) 

The users and keys are sort by door and floor access profiles. 

 

Block A Block B Block C 

Floor 1 

Floor 2 

Floor 3 

Apart 71 Apart 72 

Apart 73 Apart 74 

Floor 4 

Floor 5 

Floor 6 

Floor 7 

Detail  of 

floor 7 



 

View by architecture 

In this view, users and their keys are sort by building, floor, apartment. 

 



 

In the architecture tab, enter the number of main entrance. Those entrances are doors or barriers 

outside of the buildings. Doors inside the buildings are settable in a newt step. 

This option is not compulsory but is useful is later, you want to sort doors by building, parking, area, 

etc 

 

The number of building is required as soon as lift management is used in the software. When 

operator gives access to a user for block B floor 5, the software translates to a list of relays even if 

several lifts are available for this floor. 

 

Entre the number of floor. 

The field office or apartment is not compulsory. It could help later to sort user and keys. 

For example, in an office building, 5 companies uses the same floor, but all use the same door and lift 

access profiles. 

Without notion of office, all users are in the same access profiles. With offices, users are sorted by 

offices (companies). 

 

1.2.5 Controllers 
At this step, enter the number of controllers and the options / expanders they manage. 

The number of door and/or lift per controller has also to be entered. 

 

In the previous window, entre the fields as describe below : 

Name of the controller : It is a text including the location for example. 



Controller number : it is the number beginning by 24C1xxxx. It is printed on a sticker on the 

controller and also on the box. 

Note, this number includes : 

24C11  common part 

AF100D60 end of the mac address. (the 4 first digit are 00 0E). This one, for example has the 

following mac address 00 0E AF 10 0D 60 

C973  Checksum 

Expansion card : A controller is able to manage an expansion card (12 inputs / 12 outputs or extra 

doors) 

RS485 expanders : Each controller manages a maximum of 10 expanders. Each RS485 expanders 

could be a 10 inputs or 10 outputs and is able to receive an extra expansion card (12 inputs or 12 

outputs) 

Doors :   Enter the number of doors each controller manages. 

Note, a controller manage 6 doors or lifts at maximum. 

Lifts :   Enter the number of lift, each controller manages. 

Note, a controller manage 6 doors or lifts at maximum. 

1.2.6 Doors 
In the following view, enter each door of the system. 

 

Extra settings : 

- If architecture is used on this site, select the location through the pen. 

- Entre a different door delay if needed (5 secs by default) 

- Eventually, select a door time profile. A door time has three behavior 

o Free access, the door is unlock 

o Forbidden, no access even if a valid card is presented to the reader 

o Normal, a valid card has to be present to open the door 

 

1.2.7 Lift 
When lift have been added at the previous step, the software had automatically done the following 

operations : 

- Match the lift to the buildings 

- Choose an available reader for the lift cars 

- Choose the relays of the expansion card / expanders for the floors 

To modify those lifts, use the pen under Building to change the location or the pen under Actions to 

display the setting of the lift (second screen capture) 



 

 

Setting of a lift : 

In the following view, it is possible to modify those settings : 

- Add a second reader : when a lift car is equipped of two readers, they could be added by 

unticking « By default » then ticking the readers. 

- Activation time : the system offers two different activation times. When a valid key is present 

to the reader, the relay is activating for some seconds but when the authorization for the 

floor comes from the intercom system, this delay is in min. 

- Eventually, affect a floor time profile to each floor. A floor time profile manages three 

behaviors. 

o Free access : the push button of the floor is authorized. No need of a key 

o Forbidden : even a valid key is not authorized to the floor 

o Normal : a valid key is compulsory to go to the floor 

 
 

1.2.8 Zones 
The Ipassan system is able to manage counting and / or anti pass back zones. The following window 

is available when « Use the zone » has been ticked in the site property. 

Good to known, 

A counting zone is useful to  

- Know the number of car, of user in an area 

- Limit the number of car, user, etc 

- Know where is a user, car, etc 

Some advanced features are available to make the counting reliable. 



- Confirmation of passage : Ipassan allows to use the door contact as a confirmation of 

passage. Il could be an infra-red barrier on a gate or a dry contact provided by a turnstile. 

- The anti pass back could be added to the counting so a user A can’t entre then present its 

card to a user B. 

note, it possible to use apb without counting 

In the following window, enter the number of zone(s) then for each one, select the readers (In and 

Out) 

Tick, if necessary, the options anti pass back and counting. 

 

1.2.9 Access profiles 
The system works with access profiles. An access profile is a list of authorised doors or authorised 

floors. 

Note, a user has four different access profiles 

- A permanent door access profile 

- A permanent lift access profile 

- A temporary door access profile 

- A temporary lift access profile 

A temporary access profile is a list of authorised doors or floors that a user could use from a 

beginning date to an end date. 

 When a user must have access to the offices and the workshop, the operator has to create an extra 

access profile including doors of both zones. 

 

1.2.10 Keys 
The wizard allows to automatically create users, keys, key code, etc 

The tool manages different additions. For example, 20 users for a first access profile then 15 for a 

second one, etc 

Those additions are applied to site, building, floor, access profiles or group of people. 

Click on Automatic creation on the following screen capture. The second screen capture shows the 

details of the tool. 



 

 

In the following window, enter the number of user to create (access, Building, Floor, etc…) 

Then select the access profile, building, floor, etc… 

In the part « User Description » you can enter a name and refers to the creation file to manage the 

automatic creation. 

The following example shows how to create 10 users with 1 remote with the access profile « Only 

parking » and named: “Parking 001”, “Parking 002”, etc 

 

The second example below shows how to create 6 people (or apartment) per floor for the Block C 

with the following characteristics: 

- They all have the access profile « Block C » 

- The 6 people of the 1st floor have the floor access « Floor 1 » which will be automatically 

created 

- The 6 people of the 2nd floor have the floor access « Floor 2 » which will be automatically 

created 



 

1.2.11 Read / encode 
At the final step, the smart wizard will propose you to read the serial number of the credential with 

the table reader for the designated user which has been automatically created. 

 

On the right hand side of the screen, you will see the user for whom you are programming the 

credential. The left part of the screen will give you the opportunity to pass directly to another profile, 

group, user… 

When a credential is programmed the software goes directly to the next user. No extra action is 

necessary between each key programming. 

1.3 Hardware and set-up 
You can modify all the parameters by clicking on the button representing on the screen shot below. 

 

 



 

1.3.1 Network 
A network is composed of 64 controllers maximum which will communicate to each other. If you 

need more than 64 controllers you should create another network. 

When 1 site in the software is linked to several sites in different places, we create additional 

network. For example, a company has several subsidiaries in France and England and a manufacture 

in a different place, it means that you need to create 3 networks in the software. 

For the daily use, the credentials can be added without managing the transfer to one or another 

network.  

 



 

We can define a network like this: 

Connection: communication between the server and the first controller. The communication could 

be in TCP/IP or USB. In case of using the USB communication, the communication between the 

others controllers could be in TCP/IP between them. 

Type: “Independent controller” means that each controller asks directly the server. It is the choice by 

default for an installation on an internal network. “Master/Slave” means that the network is 

managed through the Internet and one controller is used as a gateway to update the others 

controllers. 

UDP Port: The communication between the controllers use UDP. This port can be modified when the 

others devices of the network already use it. 

You can face this situation when a same physical network has 2 different iPassan networks. 

1.3.2 Controllers 
All the controllers of the site appear by clicking on the controller’s icon. By selecting a controller in 

the tree view on the left hand side, a complete detail of the configuration will appear. 

We can define a controller like this: 

- A name with 32 characters 

- A material number started with 24C11xxxxxx written on the stickers on the controllers 

- A type (no modifications possible) 

- A 2 doors option 2 wires or a 4 doors option wiegand / 12 outputs option / 12 inputs option 

- Deactivation of the LED 

- Deactivation of the communication server / controller. This option is useful when a controller 

is not in use. The server will not try to communicate with it. 

- TCP/IP configuration 

o DHCP or fix IP 

o If fix IP: address, mask and gateway 

o Manual or automatic DNS (domain name server). You should choose one or the 

other when the controller is managed via ipassan.com for example. 

- Advanced configuration: you can plan a daily automatic reboot. In that case you should 

choose the time of it. 

  



 

Please note that a tool has been created to modify the configuration of several controllers with only 

one action. 

By clicking on the icon “Controller” on the left hand side of the screen, the controllers appear divided 

by network on the right. Click on the “Action” button (1) then select the controllers (2) where the 

TCP/IP configuration must be changed and click on the icon (3). 

 

The window below opens: 

 

Indicate the first IP address and then follow the indication of the last chapter to choose the others. 

The software gives a different IP address to each controller but the same mask, gateway and DNS. 

1.3.3 Doors 
From a hardware point of view, a door is composed of: 

1 

2 

3 



- An input for a reader 

- An input for the REX button 

- An input for the door contact 

- A relay to manage the electrical lock 

In the software, you can modify the parameters below: 

The name max 32 characters 

The localization of the door on the controller and select on which controller. This option is very 

useful when a door has been declared on a controller but will be managed by another one. In that 

case the time schedule, door release time or any other information related to the door contact will 

be also changed automatically without any other manipulation. 

A time profile with free access, forbidden (even a valid credential cannot open the door) and normal 

access (a valid credential to open the door). 

See chapter xxx for the setting of the time profile. 

Reader: By default, the door 1 is linked to the reader 1 and so on… 

You can link 2 reader or more (max 6) on a same door if you need a valid credential to go in and to go 

out for instance. 

Only 1 reader can also be linked to several doors. For example, by swiping a valid credential on a 

same reader, a user A will open the pedestrian access and a user B the car access. 

REX button: By default, the push button works 24/7 but it is possible to set a time profile to limit the 

using of the push button after a designated time. This functionality can be set to avoid people to go 

out by one designated door after the working hour, for instance. 

See chapter x.x.y to create a time profile on the REX button. 

In advanced mode you can modify the link between the exit push button and the exit of the door. By 

default, the REX 1 is set to the Door 1, REX 2 => Door 2, etc… but it is possible to linked 2 exit push 

button for a same door. 

Door contact: The door contact input is directly on the controller with no extra devices required. The 

door contact can be: 

 2 state input (on/off) 

 EOL management input. In that case you should set the value of the end of line resistors 

You can tick also « monitor the door event » if you want to get the events « Door forced » or « Door 

open for too long ». Then you should set the time when you consider that the door is open for too 

long. 

 



 

1.3.4 Readers 
Readers configuration: 

Name: 32 characters maximum 

Localization on the controller and on which controller. This option is used when a reader has been 

declared on one controller but has to be managed on a different one. In that case, the time profile, 

the wiegand configuration or any other information regarding the secured mode will be the same. 

Secured mode: By default, you just need a valid credential (key, code, finger print…) to open a door. 

iPassan gives you the opportunity to add a condition depending on the time profile: 

- Double authentication depending on the time profile. A valid card opens the door during the 

working hour but you need to swipe your card and type a code after. You can program the 

time between the presentation of the card and the code (by default 10 seconds). 

- Dry contact: for example, to enter in a car park you need a valid credential and the loop has 

to detect that a car is in front of the barrier to avoid the pedestrian. 

- Door contact: to open the door B the door A has to be closed. 

- Presence on site of one designated person: for example, in a production site the manager has 

to be on site if any other person wants to open the door. 

Wiegand configuration: By default, the controller manages the wiegand protocol received. iPassan 

accepts the basics wiegand 26, 30, 32 et 34 bits hexadecimal. 

You can choose the 34 bits decimal for the brail keypad, for instance. 



 

1.3.5 Lift 
Definition of a lift in iPassan Manager: 

A name: 32 characters 

Description & position on the controller and the name of the controller 

Localization: to use the lift management in iPassan Manager, it is necessary to create at least the 

building and the floors in the step Architecture describes above (chapter 2.2.4). 

Reader: by default, we consider 1 reader by lift car, but you can add a second one by unticking the 

box “by default” and choose them. 

Release time: we consider 2 kind of release time: 

 One for the card holder in second: they swipe their card in front of the reader inside the lift 

car and then push the button to go on the designated floor. 

 Another one for the visitor in minute: a visitor calls from the door entry panel the 

reception/apartment then the door is opened by the intercom. With an added button the 

reception/apartment activates a dry contact of an input of iPassan and gives the access to 

the designated floor. 

It necessary to tick the box « intercom », indicate the release time in minutes and the input used for 

each floor. 

Floor / output: Because you choose the building above, the software shows you the right floor list. 

Select the relay linked to each floor. 

Time profile: a time profile has the time profile when the floor is: 

 Free access: you can choose any floors without swiping your credential 

 Forbidden: even a valid credential cannot go to one designated floor 

 Normal: you need a valid credential to go to one floor 

Intercom: when you should give an access to a lift to a visitor via an intercom system, we use in 

iPassan inputs related to the dry contact of the intercom. 

Select the input corresponding at each floor. 

 



 

1.3.6 I/O expander 
Each controller can have up to 10 Input/Output expanders. Each expander has a unique number 

which has to be indicated in the software during the commissioning. 

Definition of an expander: 

A name: 32 characters 

A unique device number like: 517xxxx 

An additional option: 12 inputs or 12 outputs. 

The software indicates on which controller the expander is linked and also all the details of the I/O 

manage by this expander. 

 



1.3.7 Input 
From a hardware point of view, inputs can be an option card of 12 inputs plugged on the 

controller/expander or an expander of 10 inputs which communicates with the controller via the 

auxiliary RS485 bus. 

Definition of an input: 

A name: 32 characters 

A type of inputs: 

 2 state input (on / off). You can set if the input is normally open or normally close 

 EOL management input. There is a difference between an open electrical circuit (cut wires…), 

a short-circuit, an inactive input and an active input. 

You have to choose the value of the resistor 1(series) & 2 (parallel). 

Please note that an EOL management input is always NC. 

 Decimal. Not in use 

Example of a 2 state input (on / off) 

 

Example of an EOL management input. The resistors value has to be indicated. 

 

1.3.8 Outputs 
From a hardware point of view, outputs can be an option card of 12 outputs plugged on the 

controller/expander or an expander of 10 outputs which communicates with the controller via the 

auxiliary RS485 bus. 

Definition of an output: 

A name: 32 characters 

A time profile: you have the possibility to set a time profile on an output. A time profile has time 

profile when the output can be: 



 Forced closed: the output remains activated whatever the action programed (process, 

relation, lift management) 

 Forced inactive: the output remains inactive whatever the action programmed 

 Normal: an action is required (process or a card swiped at the reader of the lift for instance) 

to activate the output 

Monostable or Maintained: Monostable means that the output is activated during the time set. 

Maintained means that the output is activated until the next deactivation. 

Activation release time: enter the time release in second of the activation of the output 

Output inverted: you can choose if the relay is normally close or open in case of power failure. For 

example, you want to have an output close in normal use but open in case of power failure. 

You will then have to wire the NO contact, but indicate an inverted output. 

 

1.3.9 Time profile & maintenance / holiday time 
iPassan offers you the possibility to have different time profiles: 

 Credential time profile. A credential only works during the time profile set. 

 Door/Output/Floor time profile. The door or floor is free access, forbidden or normal access 

(need a valid credential) 

 Reader time profile. According to the moment of the day, a valid credential is enough or 

another condition has to be activated (enter a valid pin code, an alarm is disarmed…). 

 Process time profile. The process used in the relation works according to the time profile set. 

The time profile has 7 days a week plus 1 bank holiday and 1 maintenance day. A user can have 

different access depending on the time profile in action. 

In the example below (screen shot chapter 2.3.9.1), considering that the user has the time profile 

“bureau” and wants to use a door on a Thursday, the access is: 

 Granted from 8 am till 5:30 pm during the normal period 

 Granted from 8 am till 12:30 during bank holidays 

 Refused during the maintenance periods 

The holiday and maintenance period has to be programed at the chapter x.x.x.x. They are then 

applied on the door, output, floor and process time profiles. 

iPassan can have up to 200 time profiles (all included) 



1.3.9.1 Time profile 

The time profiles are used in the door and floor time profiles. For a same access profile, doors or 

floors can use different time profile. For example, users have access 24/7 at a door but only from 8 

till 12 at another door… 

In the screen shot below the access is granted for the valid credentials during the green periods. 

By clicking on the + or – button you can increase or decrease the size of the zone. 

 

1.3.9.2 Time profile for door, output, floor 

The « relays’ time profile » have 3 statuses: 

 Forced active: the door, output, floor is activated even if a card is swiping or any others 

relations 

 Forced inactive: even a valid credential cannot open the door or output 

 Normal: the relays are activated according to the process set 

In the example below, the selected doors and floors are:  

 Forbidden from 8:30 pm till 6:30 am 

 Free access from 8 am till 8:30 and from 6 pm till 6:30 

 Secured (orange color) but you can have an access by presenting a valid credential  



 

1.3.9.3 Time profile for reader 

A single door can have several readers. An office door can have a reader to go in and a reader to go 

out for instance. In that case, these 2 readers can have a different configuration (pin & prox to go in 

but just prox to go out). 

In the example below, the reader at the entrance is working as shown: 

 No access from 9 pm till 7:30 am from Monday till Saturday included. 

 Secured access (swipe a valid credential then enter a valid pin code): 

o From 7:30 till 9 and from 6 pm till 9 pm, from Monday till Friday 

o On Sunday from 7:30 am till 9 pm 

o On Sunday, the all day 

 Access by valid credential from Monday till Friday, from 9 am till 6 pm 



 

1.3.9.4 Holiday period / maintenance period 

The holiday/maintenance periods give you the possibility to automatically modify the behavior of the 

doors, floors, time profiles… according to the time profile set. 

You can have more security or less. For example, a floor can have a free access every Thursday 

morning but the access is secured when the Thursday is a bank holiday; or the access is free every 

bank holidays. 

The example below shows you a holiday period starting on the 22nd of December at 5 pm and 

finishing on the 2nd of January at 7 am. 

Note that a box « Repeat every year » make the programing easier for the fix dates. 

IMPORTANT: the priority is given to the maintenance period in case a maintenance period and a 

holiday period is set at the same time. 

 



 

1.4 Door access profile 
The door access profile is a list of doors authorized during the time profile selected. This profiles are 

applied for the users and credentials. 

The software can manage up to 2 door access profiles per user and up to 2 floor access profile per 

user. It is always a permanent time profile and a temporary one (starting & finishing date and hour). 

You will find the following parts in the window “access profile”: 

- Door:  list of the authorized doors 

- Zones: list of the entrance doors of the zone and the exit doors of the zone 

- Holiday/maintenance period: list holiday and maintenance period for this access profile 

- Common credential: credentials which have not been related to a user (pin code use by 

several users or credential for visitors. 

- Users: list of the people using this access profile 

In the screen shot below, you can see the button “Doors” and the 4 authorized doors for this profile 

with, for each door, their time profile. 

 

Zones 



Counting zones and/or anti-pass back zone have been created during the programing. You can select 

the access profile, so the users, where you have to apply these parameters. 

For example, the group “Manager” is not counted even is the zone is full. 

The screen shot below shows you what are the anti-pass back zone and counting zone. 

 

 Holiday/Maintenance period 

The holiday and/or maintenance periods are set for this access profile. Choose in the following 

window the holiday and/or maintenance periods for this access profile. 

 

Users 

You will see the users having this access profile. 

Note that you can import users from others access profile by clicking on “Assign other users”. In that 

case a window will appear. Push Ctrl and select the users you want to import. 



 

By clicking on the button “Actions” you can export users from this access profile to another one. Tick 

the box which appeared to select the users you want to export (see below). 

 

Several choices are proposed: 

 Apply to the selected users a new permanent access profile (door and/or lift) 

 Apply to the selected users a new temporary access profile (door and/or lift) 

 Link this selection to a group of users 

 Link this selection to an architecture created (building, floor, office…) 

 

1.5 Lift access profile 
The lift access profile is a list of buildings/floors where the access is granted according to the time 

profile set. These profiles are applied for the users and their credentials. 

Definition of the lift access profile: 



- Floor: list of the authorized floors 

- Holiday/Maintenance periods: list of the holiday/maintenance periods applied at the profile 

- Common credentials: keys, cards, code… which are not designated to a user. It could be a pin 

code used by several users or a visitor card 

- Users: list of the user sharing this profile 

In the screen shot below, you will see the 1st tab « Floors » and the 3 floors authorized for this 

profile with, for each one, their own time profile. 

 

See the chapter 2.4 to set the tabs « Holidays/Maintenance periods », « Common credential » and 

« users ».  

1.6 Users & Credentials 
An access control user has several different credentials. 

Definition of « credential »: anything or any action which will be used to have an access granted 

(prox cards, remote control, pin code, number plate, finger print…). 

1.6.1 Users 
Definition of a user: 

 Surname, first name and others information such as email, address… 

 Authorization: 

o A permanent door time profile  

o A permanent lift time profile 

o 2 temporary door/floor access profile (time and date limitation with a time/date 

validity) 

 Its credentials: 

 Its specific parameters: 

o Except Anti-pass back. The APB function had to be set first in the site configuration to 

see this box. No APB for this user. 

o Extra door release time for each door. The door/floor release time will be longer. 



 

1.6.2 Credentials 
Each user scan has an unlimited number of credentials. You can add options for any kind of 

credentials: 

 In use or suspended. Useful option especially when the credential is lost but could be found 

later. In that case, you will just have to tick « in use » to reactivate it. 

 Permanent validity: you can enter a start and an end for the validity of the credential by 

unticking the box « permanent ». 

 Events: By default, you will see the activity of the credential in the events. Nevertheless, you 

can ignore them if you untick this box. 

 

2 Supervision 
By clicking on the screen icon on the left hand side you can have a view on the events and on the 

status of the network (controllers, connected expanders with the version of the firmware). 



 

Several tools give you the opportunity to have a view of the sites: 

 The events window gives you a view on the live events. All the new events will appear on the 

screen 

 The network status will show you if the controllers and expanders are connected and their 

firmware version 

 With the manual commands, you can activate the relays of the doors/floors/outputs from a 

customizable table 

 The reporting can be used to export in an Excel file the list of credentials, users, events… 

 The zone tab shows you the list of users on a zone 

 Message shows you only the events which you set a specific appearance. In general, the 

events are alert such as “door forced” … 

 

2.1.1 Events 
Each controller can manage 20000 events which will be sent to the server in real time if you have a 

communication between server  controllers. 

2.1.1.1 Visualization 

Each kind of events has priority number from 1 to 9 in order to set what kind of events you want to 

see or only the most important. The event “door forced” has the priority number 8 when the event 

“door open” has the number 2. 

With a level priority of 5 the event “door open” will not be displayed. 

You can also add a filter on how to display: by kind of events, by element (door, floor…) or depending 

of the event (only access refused for instance) 

 



2.1.1.2 Download 

Each controller stores 20000 events off-line. When the network is connected to the server, only the 

last events are transferred to the server. 

By clicking on “download”, you can search in the controller the missing events. 

You can also set the filter described above for the downloading. 

2.1.1.3 Global settings 

You can set which events, by priority, you want to store in the controller and which events will be 

displayed on the screen. 

 

2.1.1.4 Settings 

You can choose a priority and a specific color which will depend on the event. 

Then, the events will be displayed with you the colors or priority you choose. 

 

2.1.2 Network status 
A window will show you the network status (connected or disconnected), their firmware version and 

the associated expanders of each controller. 

 

2.1.3 Manual commands 
With the manual commands you can lock/unlock a door, output, floor via the software. These 

commands can be permanent or non-permanent. It is possible to open a door to a visitor or unlock a 

floor until the software automatically secure it. 

You can personalize the view of the software to make the using easier: 



 

2.1.4 Report 
The report function is used to create reports on events, users, doors, floors… 

It creates et report on an Excel sheet which can be launched manually or via an automatic task or 

with a specific event. 

5 reports are directly set in the software: 

 List of users: List of users and their credentials. 

 Access permissions to doors: List of authorized doors per access (with time profiles). 

 Access permission to floors: List of authorized floors per access (with time profiles). 

 User form: User information, list of credentials and their access permissions 

 Event export: List of the site events (see the 2nd screen shot below) 

 Zone (if you use programed zones in the site functionality): export the list of the users who 

are on a zone 

 

Example of the filters for an event report 

 

Personalize the report 

The software gives you the opportunity to create a personalize report. For example, when you want 

to receive every morning the people on site. In that case, we create a report to see only the people 

on site (who enter the site via the main entrance), then we create an automatic task which will send 

you the report every morning. 

Example of a list of users which enter the site via the « visitor entrance » the day of the report. 



 

Select the filters. In the screen shot below: by date (today), by events types (access granted) and the 

« visitor entrance » only. 

 

Select what you want to see in the Excel file in the last step. 

 

NOTE: the report is dated at today. You can change it for today, yesterday, last week… 

2.1.5 People on zone 
When you have created a zone in your site, by clicking on the tab « zone » the users in the zone. 

3 buttons on right hand side propose you to:  

 Edit the zone (pencil) 

 See the details of the zone (function only available if you use the counting by company, 

profiles or users) 

 People on site (tab representing an eye) with the possibility to export this list 

 Reset manually the zone 

 

 

 



3 Advanced programing 

3.1 Tool for automatic modification 
Several tools have been created to simplify the daily using of the software. 

You can use these tools for the controller, inputs, outputs, doors to apply 1 modification for several 

functions in the same time. 

You can change the name of several outputs or change the EOL value in one time. 

3.1.1 Modify the IP address of the controllers 
Go on the window Network or Controllers, then click on the button Action (1) on the right. Tick the 

box of the controllers you want to change the address in the first column (2). 

Click on the button Network (3) 

 

The following window appears: 

Choose the type of modification you want to do, then type the information required. 

In the example below, the 1st controller of the list will have the IP 192.168.1.51, the next one 

192.168.1.52, and so on... 

 

3.1.2 Modify the information of the controllers 
By selecting a controller as described in the last chapter and by clicking on the pencil tab the 

following window appears. You can modify:  

 The names of the controllers with an automatic increment 

 Activate, deactivate the LED (readers, door, communication server,...) 

 Program an automatic restart 

1 

2 

3 



 

3.1.3 Modify the inputs 
Goes on the inputs window and click on Action (1) and select the inputs you want to modify (2) then 

click on the pencil (3). 

 

This window appears: 

It is possible, for all the selected inputs, to modify the name by an automatic increment and choose 

the type of input. 

In the following example, we modify the type of inputs with EOL values of 2.2k and 10k. 

 

1 

2 

3 



3.1.4 Modify the outputs 
Goes on the outputs window and click on Action (1) and select the inputs you want to modify (2) 

then click on the pencil (3). 

 

This window appears: 

It is possible, for all the selected outputs, to change automatically the time profile applied, the type 

of inputs, the release time… 

In the following example, we change the name of the outputs and modify the release time to 15 

seconds. 

 

3.2 Tools for automatic creation of users / credentials 
A specific tool has been developed to automatically create users and their credentials. 

You can create X credentials: 

 By access profile (buildings/floors/companies/ service 

 For one or all the profiles 

 Name them automatically 

 Select the right access profile for each user 

 Create floor access profile for each user. For example, the users created for the floor 6 will 

use the access profile « Floor 6 » automatically created in the same process 

2 

3 
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 Choose the number of cards, codes, remotes control per user. The pin code can be 

automatically created by the software. 

 

3.3 Emergency 
A function has been developed to open the doors when an input has been activated. You can then 

connect a fire alarm to an input to open the doors when the input is activated and remain the doors 

open until deactivation. 

 This function manages a group of doors or all the doors of the network. So you have to 

create a group of doors which will be opened in case of activation. 

 Only the fail secure locks are compatible. The fail-safe locks are not continuously powered. 

 The input used for this function must programed in NO or NC. 

The following example displayed 2 inputs used for the emergency mode: 1 the door group « Building 

B » and the other one for the group « stock, production ». 

 

3.4 Relations 
The relations have been developed inside the software to manage any functionalities which are not 

directly include inside the wizard. You will find below some examples of the functions you can set 

with the relations: 

 Activate a relay when a door is forced 

 Deactivate the relay when a particular card is swiped in front of a specific reader 

 Activate a relay to disarm an alarm when a card with a specific profile is swiped in front of a 

particular reader 

 Display a message in the software when a suspended credential is swiped 

 … 

A relation is a link between a condition and a process. 

A condition is the state of one or several input(s), door(s), event(s)… 

A process is an addition of several actions (manage a relay, activate a floor or a door…) 



Important: 

 A condition has up to 5 events and/or state 

 A relation can be activated by 5 conditions (and/or) 

 A process can have up to 5 actions 

 A relation can launch up to 5 processes 

iPassan offers 2 modes to manage the relation: 

 The simplify mode: the user selects in a same view 

o A unique condition, 5 events or states 

o A process, so 5 actions 

o The software creates automatically the condition, the process and the relation 

 The advanced mode: at first, the user has to set at least one condition and one process 

Then, he can re-use these conditions and process for others relations. 

Example of easy mode: if the door « Block B main door » is forced, then the output n°22 of the I/O 

card n°3 is activated during the time release set. 

 

 

Example of the advance mode:  

 Step 1: condition on an authorized access at the « Porte hall » of the profile “Bureau” 

 Step 2: creation of a process which activates the relay “Controller 0003 output 016” 

 Step 3: creation of the relation which links the condition and the process 

The 3 following screen shots show the step of creation. 

Step 1: condition 



 

Step 2: process 

 

Step 3 : Reflex 



 

3.5 Message 
This tab of the monitoring window (which is only available when the alert messages have been set 

with relation) displays the alerts, the time and date of the event, and the user which checks it. 

4 Tools 

 

The software gives you the possibility to use tool which can: 

 Upgrade the firmware (controller, I/O expanders) 

 Import / export sites (add 1 site from one computer to another for instance) 

 Reporting 

 Automatic tasks: force a controller upgrade, take the events, activate the sending of a report 

by email 

 Detect the controllers of a network and set the parameters 

4.1 Files import / export 
When you want to switch from 1 configuration to another (from ipassan.com to the client’s 

computer or from the computer of the installer to the laptop of the client), the software gives you 

the opportunity to create backup files which will be directly integrated to the other server. 

A backup can save several sites. When you will import the site, a dialog box will open and you will 

select the sites to import. 

In the Import / export tab, click on the Add a site to export then use the touch Ctrl to select several 

sites. 

Click, on the right, on export to create the file. 

Depending on the web browser a window directly opens to save the file on the computer. 

Note that when you export a site it will not be deleted in the data base. 



 

4.2 Import the file of the site 
You can import from the server a site of another device (or web). 

Click on the Tools button then on Import / export. 

 

In the part « import one or several sites », click on Browse and select the file to save. Click on import, 

the following window appears: 

  

By default, all the sites saved are selected. It is possible to select them by clicking on the button “Add 

a site to import “. 

Click on import to launch it. 

A last message will appear « Import successful » 

4.3 Automatic tasks 
You can create automatic tasks in iPassan Manager. These actions will be automatically displayed by 

the server at the time and date set. 

An automatic task can be an action on a controller, a backup of a data base or send a report by email. 

 

Example of an automatic task: 

In the example below, the task will be launched every 1st of month and will automatically delete logs 

older than 6 months from the database. 



 

Note this report cannot be sent if it is empty by ticking the option at the bottom of the window. 

You can check if the task is working well. So another person will receive a report which say that the 

task is in operation but will not receive the task. 

4.4 Firmware upgrade 
In the tool window click on « firmware upgrade ». 

 

4.4.1 Upgrade the firmware of the controller 
Select the model of the controller then click on next. 

 

Select the controller to upgrade then next. 



 

Select the firmware version then click on the button upgrade the firmware 

 

In case the firmware is unknown from the server, you can add it. 

At the bottom of the page, under the firmware list, click on Add a firmware then type a name for this 

new firmware, then search on the computer the file by clicking on browse 

When the file is loaded, the page will refresh and it is possible to send it to the controller. 

 

4.4.2 Upgrade the firmware of the RS485 I/O expanders 
The firmware of the I/O expanders can be upgrade via the controllers. In the following view, we 

select Carte ES. 



 

Select the I/O expanders which have to be upgraded. This upgrade step is splitting in 2. The upgrade 

file is sent from the server to the controllers which have on the auxiliary RS485 bus one or several 

expanders, then each controller upgrade the expanders. 

On the preview in the right hand side, the time of the transfer is displayed: x/3 if 3 controllers have 

expanders whatever the number of expanders is. 

4.5 Controller detection 
This tool can detect the controllers of the network. All the controllers of the network will answer the 

server. 

 

4.6 Set the email server 
The software is able to send emails with the automatic task or with process. You will then have to set 

the email account on the server. 

From the home page, at the top of the page on the right, a parameters button gives you an access to 

it. 

 

An email account has to be created and iPassan Manager needs to have an access to this server. 

Write the information in the right fields then test the sending by clicking on “test”. 



 

5 Access software 
You can give an access to a third person and then select the functionalities or the site he will be able 

to use. 

An administrator has all the rights on the sites of his base and can create others users. 

An operator who has the profile « installer » can do everything on the authorized site. 

 

The others profile, except « administrator », can be modified. You can also create an unlimited 

number of profile and there is no limit in the number of operators. 

5.1 Add or modify an operator profile 
When the profiles do not correspond to your need, you can create another profile. 

In the screen shot below the profile « Security agent » can see the time profile and the access profile, 

create and modify a user and see the events. 



 

5.2 Add, modify an operator 
Definition of an operator  

 Surname, name, email, password 

 Operator profiles (group) 

 Optional data (address…) 

 A list of authorized site. The rights are the same for each site. 

 

5.3 Logs 
It will show you the operator’s action. You can set the filters per user (dates, sites…). 



 

 


